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JOSR/ BN/ WHOAREWE

A Malware and Vulnerability Research @ Check Po
(3 Check Point

SOFTWARE TECHNOLOGIES LTD.

We Secure the Internet.

1 Find Problems

2. Tell Vendors

3. Share with Community
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A TRO6Qquick tour / DEF CON recap
A Motivation

A The T0®XCens2H14

A Research Highlights

A MasBwnage

A APessimistic Outlook
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A ak.aPBEMNVRnagemeérdtocol (CWMP)
i 2004\L.0 _
I 20131.4amendmBnt ’ fOrum

I 20I5mmendn@nt

A Thigs what ISPs use to provision, monitor and con
hommeouters (and more)




TIRY059JPR0VISIONINCESHSSION

SOAP RPC

(XML over HTTP)

Alwaysinitiates session
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Dual authentication mechanism
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A Presented at DEE2CON

A Our research uncovered implementation and conf
Il n many | SPo0s ACS depl

I ACSs are a single poinagé modern ISP infrastructure
I Many-OB9 mp |l ement ati ons | ust

i Leads to ISP fleet tak [T [T(Hz
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A"The ACS can at any time request that the CPE in

connection to the ACS using the Connection Reqt
mechanism. Support for this m&ib@udRbt® a

Port Service Hit Rate (%)
80 HTTP 1.77

| 7547 CWMP 1.12 |
143 HTTPS 0.93
21 FTP 0.77

23 Telnet (.71



DART 0) A\NALYSIS

A Por80- ~70m
i 56 Web Server )‘

i 50blothings /== |
ARouters 3
AWebcams |
AVolP Phones il = |
AToasters
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A TRO69 ~45n
I 10%loT
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A We scaniiedNo2014

I A few times

I Help from friends [RHAgI¢h
A 1.28 respond

I 460937330TMevices

i All over the world

i 0.060=2.Pn




