
 



ÅMalware and Vulnerability Research @ Check Point 

 

 
 

1. Find Problems 

2. Tell Vendors 

3. Share with Community 

 



ÅTR-069 quick tour / DEF CON recap 

ÅMotivation 

ÅThe TR-069 Census 2014 

ÅResearch Highlights 

ÅMass Pwnage  

ÅA Pessimistic Outlook 



Åa.k.a. CPE WAN Management Protocol (CWMP) 

ï2004: v1.0 

ï2013: v1.4 (amendment 5)  

ï2015: amendment 6? 

 

ÅThis is what ISPs use to provision, monitor and configure your 

home routers (and more) 

 



SOAP RPC 
(XML over HTTP) 

Always initiates session 

Dual authentication mechanism 

!/{ Ŏŀƴ ƛǎǎǳŜ ά/ƻƴƴŜŎǘƛƻƴ wŜǉǳŜǎǘέ 



ÅPresented at DEF CON 22  

ÅOur research uncovered implementation and configuration flaws 

in many ISPõs ACS deployments 

ïACSs are a single point of pwnage in modern ISP infrastructure 

ïMany TR-069 implementations just arenõt serious enough 

ïLeads to ISP fleet takeover 

 

 



Å"The ACS can at any time request that the CPE initiate a 

connection to the ACS using the Connection Request notification 

mechanism. Support for this mechanism is REQUIRED in a CPE.ó 

(from TR-069) 

 

Zmap white paper August 2013 

Zmap white paper August 2013 



ÅPort 80 - ~70m 

ï50% Web Servers 

ï50% IoT things 

ÅRouters 

ÅWebcams 

ÅVoIP Phones 

ÅToasters 

 



ÅTR-069 - ~45m 
ï100% IoT 

 

 

 

 

 

 
 

 



ÅWe scanned 7547 (Nov 2014) 

ïA few times 

ïHelp from friends (Rapid7, UMich) 

Å1.18% respond 

ï46,093,733 IoT devices 

ïAll over the world 

ï0.06% = 2.2m 


